THE PENNSYLVANIA STATE UNIVERSITY
SCHREYER HONORS COLLEGE

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

ROBUST IMAGE CLASSIFICATION BASED ON PIXEL IMPORTANCE

CHAEWAN CHUN
SPRING 2022

A thesis
submitted in partial fulfillment
of the requirements
for baccalaureate degrees
in Computer Science and Mathematics
with honors in Computer Science

Reviewed and approved* by the following:

Jia Li
Professor of Statistics
Thesis Supervisor

Danfeng Zhang
Professor of Computer Science

Honors Adviser

*Signatures are on file in the Schreyer Honors College.



ABSTRACT

Machine learning had a massive impact on various applications such as speech recognition,
computer vision, natural language processing, and health. Machine learning aims to transform big
data into actionable intelligence that is capable of performing tasks that need human intelligence.
However, recent research works have revealed the vulnerabilities in machine learning algorithms.
The machine learning model can be attacked by manipulated adversarial data. In order to over-
come the machine learning models’ vulnerabilities, recent work has been active in making learning
models robust against adversarial inputs and evaluating the robustness of different machine learn-
ing models.

In the image recognition domain, adversarial images are designed by manipulating the input
images small enough that external observers cannot visually distinguish the difference. If the
machine learning model was attacked with adversarial images, the model performance could be
affected depending on the models’ vulnerabilities. In this paper, a new machine learning method
is developed to increase robustness against adversarial input. The main idea is to use explanation
models to identify unimportant pixels in the image and then modify the training images by blurring
those pixels. This strategy is a defense against overfitting and adversarial attacks. This method is
evaluated by multiple data sets and compared with other approaches.



Table of Contents

[List of Figures|
[List of Tables|

ACKNOWLEDGEMENTS

L__Introduction

2 Background|

2.1 Adversarial Attackl . . . . . . .. ... e

i1

il

iv

[2.2  Generating Adversarial Examples| . . . .. ... ... ... ... 0 0.
[2.2.1  Fast Gradient Sign Method| . . . . . . ... ... ... o oL
22.2 nFoolMethod . . . . . . ... ...
2.3 Defense Against Attacks| . . . . . . .. ... Lo

3 Methods
(3.1 Approach| . . . . . . . .
[3.2  Apparatus/ Materials| . . . . . . .. ...
[(3.2.1 Blurring Process| . . . . . . ... o
[3.2.2 Heatmap-based Blurring| . . . . . .. ... ... ... ... 0.

4 Experiments and Results|
4.1 Experiments|. . . . . . . . . .. e e e e e
4.1.1 Experimental Setup|. . . . . . . .. ...
4.1.2  Experiment Procedure] . . . ... ... ... ... ... ... .....

nclusions and Di 10N




11

List of Figures

(1.1 Captionto goin listof figures| . . . . . .. ... ... .. ... ... ... ..., 2
2.1 Captiontogoin listof figures| . . .. .. ... .. ... .. ............ 4
2.2 Caption to go in listof figures| . . . . . .. ... .. ... oL 4
2.3 Caption to goin listof figures| . . . . . . ... ... ... ... .. ... 5
2.4 Captionto goin listof figures| . . . . . .. .. ... ... ... ... ... . ... 8
[3.1 Captionto goin listof figures| . . . . . .. ... ... .. ... ... 10
[3.2 Captionto goin listof figures| . . . . . .. .. ... ... .. ... .. .. ... 11
(3.3 Caption to goin listof figures| . . . . . . ... ... ... oL L. 12
[3.4 Captionto goin listof figures| . . . . ... .. ... ... ... ... ..., 12
[3.5 Captionto goin listof figures| . . . . . .. ... .. ... .. ... ... .. ... 13
[3.6 Caption to goin listof figures| . . . . . .. ... .. ... L 13
4.1 Captionto goinlistof figures| . . . . . .. .. ... ... ... .. ... ..., 16
4.2  Captionto gon listof figures| . . . . . .. ... .. ... o o 18
4.3 Captionto goin listof figures| . . . . . .. ... ... ... ... .. 18
4.4 Captionto goin listof figures| . . . . . ... .. ... .. ... ... ... 18
4.5 Captiontogoin listof figures| . . . . . ... ... .. oo 19




List of Tables

v



ACKNOWLEDGEMENTS

Throughout the writing of this dissertation, I have received great assistance and support.

I would first like to thank my thesis advisor, Professor Jia Li, for her patience, care, immense
knowledge, and continuous support of research. Her insightful feedback pushed me to sharpen my
ideas and brought my output to a higher level.

I would like to acknowledge my honors advisor, Professor Danfeng Zhang, for the valuable
guidance throughout my studies. I got many great opportunities to complete my studies success-
fully.



Chapter 1

Introduction



In recent years, machine learning algorithms have significantly impacted health care, computer
vision, finance, speech recognition, natural language processing, and automotive systems. Ma-
chine learning systems have shown achievement in challenging classification problems in image
classification and speech recognition, etc. Due to these accomplishments, machine learning sys-
tems are applied in safety-critical tasks, and these tasks require the result to be highly accurate,
stable, and reliable [20][14]. For example, autonomous vehicles use deep convolutional neural
networks (CNNs) to recognize road signs [20]. However, it would lead to a dangerous scenario if
the vehicle did not stop as a consequence of the CNN model failing to recognize the ”STOP” sign
on the road.

Figure 1.1: The image on the left is an original image of a stop sign. The image on the right is an
adversary image of the image on the left with a small perturbation added. (Image credit: Jang et
al. [10])

Thus, recent works have emphasized security as a big concern in using machine learning algo-
rithms as it can cause serious consequences. Many recent studies have shown that several machine
learning models are vulnerable to adversarial examples - ”input formed by applying small but in-
tentionally worst-case perturbations to examples from the data set, such that the perturbed input
results in the model outputting an incorrect answer with high confidence” [8]. In computer vi-
sion scenarios, an image that is manipulated by a small perturbation can lead the machine learning
models to provide wrong prediction outputs. For example, in Figure[I.T] two images appear to be
the same to external observers. However, the image on the right, an adversarial image, can force
a trained machine learning model to classify incorrectly. As a result, the existence of adversarial
examples has cautioned researchers against directly applying machine learning models in safety-
critical tasks [20]. Evaluating the machine learning model’s robustness has become an important
topic to determine if the model will safely and effectively achieve its goals.

In this paper, the model is designed with images that emphasize the critical pixels in each im-
age. In order to classify images with higher accuracy, pixels that have low importance for the
classification process are blurred based on the heatmap, where a luminosity highlights essential
regions on the image that corresponds to a region of interest [17]. For example, any pixels indi-
cating an object bird will be considered important in a given image set of birds. In contrast, pixels
irrelevant to a bird will be indicated as unimportant. This paper analyzes the classification results
by training and testing the model with sets of original images, entirely blurred images, and blurred
images based on heatmaps. In addition, the model is evaluated through testing the model with
adversarial images.



Chapter 2

Background



This section describes the requisite background. Then, focusing on the general background of
adversarial attacks and the goal of the adversarial attacks, essential backgrounds such as distance
metrics and the neural network are also covered. The last section describes the defense against the
attack, which is closely related to the adversarial attack.

2.1 Adversarial Attack

As machine learning models are more widely deployed, security and safety problems have
become a rising topic. Studies on machine learning models have reported that many machine
learning models are vulnerable to adversarial situations [1]. An attacker can develop adversarial
settings on any input such as image, video, and speech that can change the decision of a classifier.
Forcing a machine learning model to output erroneous outputs by adding a slight noise, we call
this adversarial attack.
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Figure 2.1: A fast adversarial example is applied to an image of a panda. By adding a small
perturbation to the input, the classification of the image has changed. Here, elements in the small
vector are equal to the sign of the elements of the cost function gradient. (Image credit: Goodfellow
et al. [8])

airplane automobile

Figure 2.2: The leftmost image is the original image of a horse. The other four are adversarial
images with corresponding prediction labels, which are classified incorrectly. All five images
appear very similar as the perturbations are very small (Image credit: Liu et al. [12])

White-box attack In this setting, an adversary has access to all the information of the target neural
network [20]]. Since the white-box attackers can access the model’s architecture, parameters,
gradients, etc., the adversary can craft adversarial examples with the full use of information
[20].

Black-box attack In this setting, an adversary has no access to the inner configuration of DNN
models [20]. Adversaries usually feed the input data and observe the output to read the



model’s input-output relationship and target the weakness [20]. Black-box attacks are more
practical than white-box attacks in applications since most model designers do not open
source their parameters [20].

Gray-box attack In this setting, an attacker trains a generative model for producing adversarial
examples in a white-box setting. Once the generative model is trained, the victim model
is no longer needed by the attacker, and able to craft adversarial examples in a black-box
setting [20].

Training Phase

Output Label

—
Training Set — Classifier Model

Misclassified ?

D Sample Set E Adversarial Sample Set

Adversarial Phase @ Noise

Figure 2.3: The basic architecture of Adversarial machine learning (Image credit: asha et al. [[1]])

2.1.1 Goal of the Adversarial Attack

At a high level, adversarial examples can be defined as inputs to machine learning models that
an attacker intentionally designed to cause the model to make mistakes [20]. However, the precise
goal of an adversarial attack can vary significantly based on the settings [2]]. For example, adver-
sarial attack’s goal may be to cause misclassification on any input or specific input [2]. Adversarial
attacks can be classified broadly as targeted attacks and non-targeted attacks, and poisoning attacks
and evasion attacks with respect to the adversary’s goal.

Targeted attack and non-targeted attack Given a valid input x and a target ¢t # C*(x), a similar
input x” such that C'(z’) = ¢ can be found while the distance between x and x are close [3]].
Distance Metrics will be discussed more in detail in the next section. An example x’ in this
property is called a “targeted” adversarial example. In non-targeted attack, we only search
for an input x” so that C'(z") # C*(x) and x,x’ are close instead of classifying x as a given
target class [3]]. A non-targeted attacks are strictly less powerful than targeted attacks [3].

Poisoning attack and evasion attack Poisoning attacks are the attacking algorithms that allow
an attacker to corrupt the training data by inserting several fake samples [1] [20][L6]. This



type of attack is expected when the adversary has access to the training database [20]. For
example, web-based repositories often collect malware examples for training, which makes
the poisoning attack possible [20]. In an evasion attack, the attacker changes the behavior
of machine learning models during the testing stage [1]. Classifiers and their parameters are
fixed, but attackers craft some fraudulent samples so that classifiers cannot recognize them.
For example, sticking a few pieces of stickers on the stop sign on the road can confuse the
autonomous driving vehicles from recognizing the road sign correctly [20]].

2.1.2 Distance Metrics

In order to measure the similarity, the use of a distance metric is necessary. There are some
widely-used distance metrics in the literature for generating adversarial examples, which are L,
norms [4]. The L, distance is defined as [3]:

e = lly = (3 1w = a)f")s

Common distance metrics in detail:

* Ly-norm: L distance measures the number of coordinates i such that x; # x}, which corre-
sponds to the number of pixels that have been altered in an image [3]]. This method is useful
when we want to limit the number of attack pixels [4].

* Ly-norm: L; distance measures the sum of the magnitudes of the distance between = and 2.

e [y-norm: L, distance measures the standard Euclidean distance between z and z’, which
can remain small when there are many small changes to many pixels [3]].

o Lo-norm: L., distance measures the maximum change to any of the coordinates: ||z —
2 ||oo = mazx(|x;—2)|, ..., |x,—2.,|). Using this measure, we can think of a maximum budget
and any number of pixels can be modified up to this limit [3]. This methods minimizes the
maximum element of the perturbation [4].

Distance metrics cannot be perfectly accurate in measuring human perceptual similarity. How-
ever, most existing work has picked these distance metrics, and we use L, norm in this paper on
measuring the perturbation between original input and adversarial input [3]. Also, note that we
report the distance metric on the range [0, 1] as changing a pixel in a grey-scale image.

2.1.3 CNN basics

A Convolutional Neural Network (CNN) consists of an input layer, a number of hidden layers,
and an output layer [12]. With some input, such as images, CNN propagates the data through a
series of linear and non-linear operations, which we call neurons. Each hidden layer transform all
the given input and outputs a classification prediction [[12]. The CNN is trained by configuring the
parameters of the filter in each layer [12].

Formally, a neural network is defined as function F' such that z = F(z) where x € RY
and z € R™. Here, z is an array z = (21, 29, ..., 2], Where z; is the prediction probability of



class ¢ with ¢+ = 1,2, ..., m for an m-class classifier. Note that z is subject to: 0 < z; < 1, and
21 + 23 + ... + z,, = 1. Then, the label y, which is the classification prediction of a given input
X, takes the highest prediction probability from z. In other words, y = label(z) = argmax;z =
argmax; F () [12]. For a deep neural network classifier which has multiple layers of neurons with
the last neuron being a softmax layer, the neural network can be expressed as [[12]]:

F =inputlayer o Fy o Fy o ...0 Fj,_1 o F}, o softmax

where

From the equation above, f; is the activation function of layer F;, w; is the model weights, and b; is
the bias [12]. When the input form is images, input X is either grey-scale image with one channel
or an RGB image with three channels (red, green, blue) which makes each channel of pixel z;
takes values from [0, 255] [12]].

2.2 Generating Adversarial Examples

Methods for generating adversarial examples can be divided into four different categories:
Gradient-based, Score-based, Decision-based, and Neural model generated attacks [1]]. This paper
only focuses on the gradient-based attack, which uses a simple idea from the concepts involved in
back-propagation. Among many efficient gradient-based attacks, we only discuss two of the white-
box attacks, Fast Gradient Sign Method (FGSM) and NewtonFool method.

2.2.1 Fast Gradient Sign Method

The Fast Gradient Sign Method (FGSM) was originally designed for attacking deep neural net-
works by maximizing certain loss function £(x; w), subject to an upper bound on the perturbation
[4][10]. For each pixel, the fast gradient sign method uses the gradient of the loss function to de-
termine in which direction the pixel’s intensity should be changed (whether it should be increased
or decreased) to minimize the loss function, then it shifts all pixels simultaneously. [3][7].

This method works both in targeted and non-targeted settings, and control either Ly, Lo, or L
norm of the adversarial perturbation [[15]. In the targeted settings using L..-norm, the adversarial
perturbation is generated by —n - sign(V,L£(x; w)) where 7 is a positive value and chosen to be
sufficiently small and so as to be undetectable and w is the target label [3] [4]. Also, sign refers
to the specific calculation for the L.,-norm. Here, the attack transforms the input x to reduce the
classifier’s loss when classifying it as a label w [[15].

Given an image X, the FGSM creates an attack x by

Xoap = X — 1 - sign(V,L(X; W))

For the non-targeted case, the adversarial perturbation is generated by 7 - sign(V,L(x; C(x))
[LS]]. Here, the attack transforms the input x to increase the classifier’s loss it continues to classify
as label C'(x)). The strength of the FGSM depends on the attack strength, 7 since the norm of input
and the adversarial input grows linearly with 7 [[15]].



2.2.2 NewtonFool Method

NewtonFool belongs to an non-targeted attack category that tries to minimize the likelihood
F, (x of the correct output label y = C'(x) by manipulating the gradient [1]].

As seen in Equation (7) from Figure[2.4} the step size § is adaptable: the first term will dominate
when F,(X,q4,) approaches or falls below 1/K; the second term will dominate when F),(X,q,)
is larger than 1/K (K is the number of classes) which implies C'(Xuq,) = v [15]. The tuning
parameter 7 determines how aggressively the gradient descent attempts to decrease the probability
of class y [15]].

Algorithm 6 NewtonFool attack

Input:
x: Input to be adversarially perturbed
n: Strength of adversarial perturbations
I Maximum number of iterations
Ly« Cx),x < xi<0
2: whilei <i_, do
3:  Compute

6 « min{y-|lxl2- [|VE(xu)l, Fy(xa) — 1/K}, @)
5' va(xadv)

d SRl Aol B
IVEy (%) 13

4 X < cip(Xaa + A, Xy Xnax)
5: i+i+1
6: end while

Output:
Adversarial sample x,q,.

Figure 2.4: NewtonFool attack’s algorithm (Image credit: Nicolae et al. [[15])

2.3 Defense Against Attacks

Over the last few years, the field of defense strategies against adversarial attacks has become
an arising topic. In recent years, many defenses have been proposed. However, most of them
could be broken with more powerful or adapted attacks [S]]. Due to the many broken defenses, the
field is currently in a state where it is hard to judge the value of a new defense [S]. As evaluating
the robustness of a machine learning model becomes important, we study defenses to adversarial
examples [2]. In summary, we can list three common reasons for the motivation to study this field

[2]):
* To defend the system against an adversarial attack
* To test the worst-case robustness of machine learning algorithms

* To measure the progress of machine learning algorithms toward human-level abilities
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3.1 Approach

The topics of image blur analysis have attracted attention in past years .Blurring is a general
image degradation that can unintentionally or intentionally happen. Unintentionally blurred images
are usually caused by the low-quality camera, camera shaking, object movement, and out-of-focus
[9]. Thus, the whole image is blurred as the blur was unintentional. People intentionally blur
the background to highlight salient objects as well. In intentionally blurred images, the blur only
occurs on the unimportant backgrounds and objects, which filter out the secondary information and
catch attention to important objects [9]. With this beneficial intentional blurring effect on images,
we propose that the model can classify images better when it is trained with intentionally blurred
images.

Unintentionally blurred images are valuable for recording essential moments, so classifying
these is another important task. Hence, we are interested in how the model classifies entirely
blurred images based on the image set used for the training.

3.2 Apparatus/ Materials

3.2.1 Blurring Process

Gaussian filter method from the package scipy was used for the blurring process. After testing
the blurring level by modifying the standard deviation for the Gaussian kernel, we used the value
4 to apply this blurring method effectively. As seen in Figure [3.1] the images get more blurry as
the standard deviations of the Gaussian filter value get higher.

Figure 3.1: Images of an airplane, bird, and a car based on the blurring levels; From the top, blurred
images with the standard deviation values 1, 2, 3, and 4 for Gaussian kernel
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3.2.2 Heatmap-based Blurring

We use a heatmap to identify unimportant pixels to generate intentionally blurred images. The
heatmap highlights the important patches which could make images more classifiable [[11]. For
our experiments, heatmap images were generated by four different methods: Gradient, Input *
Gradient, LRP — Epsilon, and PGD. Given heatmap images, we select at least the top 15
percent important pixels of each image and blur the rest of the pixels (unimportant pixels). The
top 15 percent important pixels were selected by identifying the highest 15 percent values on given
heatmap images. Then, we keep the important pixels in their original form and replace unimportant
pixels with pixels from entirely blurred images.

Figure 3.2: Blurred images of an airplane, bird, and a car based on the heatmap methods used.
From the left, Gradient, Input * Gradient, LRP — Epstlon, and PG D methods were used to
heatmap-base blurring

3.3 Evaluation

Evaluation of the proposed methods is mainly on the test accuracy of the model, which is the
percentage of correct predictions for test data [21]. First, we train the model with original images
and blurred images based on four different heatmaps as shown in Figure [3.3] Then, we test the
model with original images, entirely blurred images, and blurred images based on four different
heatmaps as shown in Figure[3.4] Finally, we evaluate the behavior of the machine learning model
based on which train set and test set were used. To evaluate the robustness of this method, we
use adversarial attack using Fast Gradient Sign Method and NewtonFool Method, as explained in
Section 2.2. Generating adversarial attacked images can be in two ways 1)attack original images
then blur attacked images based on heatmaps (Figure [3.5) or 2)blur original images based on
heatmaps then attack (Figure [3.6). On the five different trained models, we test the model with
attacked images based on whether we attack before or after heatmap-based blurring and which
attacking methods are used.
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Heatmap Process Heatmap based blurred images
Original . . . . 4
image |
i Y l Y A 4

Train the model

\{ \4 v \ v
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Figure 3.3: The CNN model is trained with original images and four different heatmap-based
blurred images. This leads to five different trained models. Model A is when the model is trained
with original images; models B, C, D, and E are trained with heatmap processed images using
Gradient, Input x Gradient, LRP — Epsilon, and PG D respectively.

Original Heatmap Process
image

R

Heatmap based blurred images

e HEEE

entirely
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Figure 3.4: Five different trained models from Figure is tested with original images, entirely
blurred images, and four different heatmap-based blurred images. (i= A, B, C, D, E)



13

Original
image

b
v

Adversarial attack

entirely Heatmap Process
HEEA

e

Test the model i

Figure 3.5: Original images are adversarial attacked, then gets entirely blurred or heatmap pro-
cessed. Five different trained models from Figure [3.3]is then tested with those attacked images. (i
=A,B,C,D,E)
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Figure 3.6: Original images, entirely blurred images, and heatmap-based blurred images are adver-
sarial attacked. We test five different trained models from Figure [3.3] with those attacked images.
(i=A,B,C,D,E)
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This section describes the setups for the experiment in detail and discusses the result. This
experiment aims to examine 1) the effectiveness of the blurring method and 2) the robustness of
the machine learning algorithm through an adversarial attack.

4.1 Experiments

4.1.1 Experimental Setup

Dataset

This experiment was performed with CIFAR-10, a dataset of 60,000 32x32 RGB images [19].
From this dataset, we used three classes where each class had 500 images, respectively. These
three classes are Airplane, Bird, and Car. From 500 images in each class, we split into two subsets,
the training set with 400 images and the test set with the rest of 100 images. In summary, 1200
images (400 images * 3 classes) are used for training, and 300 images (100 images * 3 classes) are
used for testing.

We now have the original images and blurred images based on four different heatmaps. For
convenience, along with this experiment, we call these five different image sets: original images,
images blurred by the Gradient scheme, images blurred by the Input*Gradient scheme, images
blurred by the LRP epsilon scheme, and images blurred by the PGD scheme.
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Figure 4.1: ResNet50 architecture (Image credit: Marwa et al. [6])

Model

We used the provided keras ResNet50, a convolutional neural network (CNN) that is 50 layers
deep. ResNet is known to be an excellent deep learning architecture due to its easy performance
on optimization and its high accuracy [6]. The more detailed layer is shown in Figure 4.1}

4.1.2 Experiment Procedure

The model is trained with five different image sets: 1200 images from original images, images
blurred by the Gradient scheme, images blurred by the Input*Gradient scheme, images blurred by
the LRP epsilon scheme, or images blurred by the PGD scheme, respectively. On these five dif-
ferent trained models, we test the model using six different methods: the rest of 300 images from
each original image, images blurred by the Gradient scheme, images blurred by the Input*Gradient
scheme, images blurred by the LRP epsilon scheme, or images blurred by the PGD scheme, re-
spectively, and the 300 images of entirely blurred original images.
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Adversarial Attack

Adversarial attacking steps would be different whether we heatmap-based blur the images be-
fore the attack or after the attack.

Adversarial attacking steps for applying the heatmap-based blurring before the attack would be
described as follows:

1. generate adversarial attacked images by attacking the six different test image sets (300 im-
ages from each original image, images blurred by the Gradient scheme, images blurred by
the Input*Gradient scheme, images blurred by the LRP epsilon scheme, or images blurred
by the PGD scheme, and the 300 images of entirely blurred original images)

2. test the model with the six different attacked test image sets

Adversarial attacking steps for applying the heatmap-based blurring after the attack would be
described as follows:

1. generate adversarial attacked images by attacking the original test image set (300 images)
2. entirely blur the attacked original image set

3. apply heatmap-based blurring to the attacked original image set using four different heatmap
methods: Gradient, Input x Gradient, LRP — Epsilon, PGD

4. test the model with the six different attacked test image sets

4.2 Results

The evaluation follows to determine the performance of the learned models. The four different
test accuracy graph is generated based on which adversarial attack method was used and whether
the images were attacked before or after the heatmap-based blurring. The graph x-axis represents
what the model is trained with: original images, images blurred by the Gradient scheme, images
blurred by the Input*Gradient scheme, images blurred by the LRP epsilon scheme, or images
blurred by the PGD scheme, which corresponds to the model A, B, C, D, and E from the Figure
[3.3] The y-axis shows the testing accuracy. Each bar shows what the model was tested with.

The first two graphs, Figured.2] and Figurd4.3] describes the work from Figure [3.5] These
are the results when we apply heatmap-based blurring a fter attacking the original images. The
light-colored bar shows the testing accuracy on standard testing sets: original test images, entirely
blurred images, images blurred by the Gradient scheme, images blurred by the Input*Gradient
scheme, images blurred by the LRP epsilon scheme, or images blurred by the PGD scheme, while
the line bars show the testing accuracy of the adversarial attacked images.

The last two graphs, Figured.4] and Figured.5] describes the work from Figure [3.6l These are
the result when we apply heatmap-based blurring be fore attacking images. The light-colored bar
shows the testing accuracy on regular testing sets: original test images, entirely blurred images,
images blurred by the Gradient scheme, images blurred by the Input*Gradient scheme, images
blurred by the LRP epsilon scheme, or images blurred by the PGD scheme in order. The dark-
colored bar shows the testing accuracy of the adversarial attacked images.
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In next four graphs, ’original’ bar (dark gray bar) corresponds to original images, ’entireBlur’
bar (light gray bar) corresponds to entirely blurred images, *Gradient” bar (red bar) corresponds
to images blurred by the Gradient scheme, ’Input*Gradient’ bar (yellow bar) corresponds to im-
ages blurred by the Input*Gradient scheme, "LRP Epsilon’ bar (green bar) corresponds to images
blurred by the LRP epsilon scheme, and "PGD’ bar (blue bar) corresponds to images blurred by
the PGD scheme. ’_adv’ on the end of the bar label describes the adversarial attacked images.
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Figure 4.2: Test accuracy graph using FGSM for the adversarial attack, applying heatmap-based
blurring after the attack
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Figure 4.3: Test accuracy graph using NewtonFool Method for the adversarial attack, applying
heatmap-based blurring after the attack
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Figure 4.4: Test accuracy graph using FGSM for the adversarial attack, applying heatmap-based
blurring before the attack
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NewtonFool Accuracy (Gaussian filtered sigma=4) keeping 15% pixel
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Figure 4.5: Test accuracy graph using NewtonFool Method for the adversarial attack, applying
heatmap-based blurring before the attack

The following tables describe the test accuracy based on which image set was used for the
training and testing. The first row describes the test accuracy when the model is tested with regular
test image sets without attack. The rest describes the cases when the model is tested with attacked
images. On the very left column, FGSM is when the images are heatmap-based blurred be fore the
attack using Fast Gradient Sign Method. FGSM 4 describes the image set that is heatmap-based
blurred a fter the attack using the Fast Gradient Sign Method. NewtonFool is when the images
are heatmap-based blurred be fore the attack using NewtonFool Method. NewtonFool 4 describes
the image set that is heatmap-based blurred a fter the attack using the NewtonFool Method. Each
column describes how the images are processed: Blur is short for entirely blurred images, Gradient
is short for images blurred by the Gradient scheme, In*Grad is short for images blurred by the
Input*Gradient scheme, LRP-eps is short for images blurred by the LRP epsilon scheme, and PGD
is short for images blurred by the PGD scheme.

Test Accuracy

Original Original | Blur Gradient | In*Grad | LRP-eps | PGD

Original 89.67% | 62.33% | 77.00% | 72.00% | 74.00% | 75.00%
FGSM 82.00% | 62.33% | 66.00% | 63.33% | 63.67% | 66.00%
FGSM 4 82.00% | 61.00% | 70.00% | 72.33% | 71.33% | 67.00%
NewtonFool 2733% | 26.67% | 21.67% |22.00% |23.67% | 21.33%
NewtonFooly | 27.33% | 59.33% | 69.67% | 70.33% | 71.00% | 67.33%

Table 4.1: Test accuracy obtained by models trained with the original images



Test Accuracy

Gradient Original | Blur Gradient | In*Grad | LRP-eps | PGD

Gradient 68.00% | 74.33% | 79.00% | 76.67% | 77.33% | 77.67%
FGSM 66.33% | 66.00% | 67.67% | 68.33% | 69.67% | 69.33%
FGSM 4 66.33% | 75.00% | 78.67% | 78.33% | 77.67% | 76.67%
NewtonFool 51.67% | 32.67% | 37.00% | 36.33% | 35.33% | 35.67%
NewtonFool, || 51.67% | 75.67% | 78.67% | 78.00% | 77.67% | 76.33%
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Table 4.2: Test accuracy obtained by models trained with the images blurred by the
Gradient scheme

Test Accuracy

In*Grad Original | Blur Gradient | In*Grad | LRP-eps | PGD

In*Grad 82.67% | 82.00% | 84.67% | 83.33% | 83.67% | 83.67%
FGSM 73.33% | 75.00% | 81.00% | 79.33% | 81.00% | 79.67%
FGSM 4 73.33% | 82.00% | 84.33% | 84.00% | 83.00% | 81.67%
NewtonFool 3433% | 22.67% | 24.00% | 23.00% | 23.00% | 24.67%
NewtonFool, | 34.33% | 82.67% | 84.00% | 84.33% | 84.00% | 82.33%

Table 4.3: Test accuracy obtained by models trained with the images blurred by the

Input*Gradient scheme

Test Accuracy

LRP-eps Original | Blur Gradient | In*Grad | LRP-eps | PGD

LRP-eps 79.00% | 87.67% | 88.00% | 88.00% | 88.67% | 88.33%
FGSM 69.00% | 75.67% | 77.67% | 76.33% | 77.67% | 75.33%
FGSM 4 69.00% | 87.00% | 88.00% | 88.00% | 88.67% | 86.67%
NewtonFool 36.00% | 14.33% | 22.00% | 14.67% | 16.33% | 18.67%
NewtonFooly | 37.00% | 85.67% | 87.33% | 86.67% | 88.67% | 85.67%

Table 4.4: Test accuracy obtained by models trained with the images blurred by the

LRP-epsilon scheme
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Test Accuracy

PGD Original | Blur Gradient | In*Grad | LRP-eps | PGD

PGD 78.33% | 79.33% | 78.00% | 78.00% | 79.33% | 80.33%
FGSM 64.67% | 69.00% | 68.33% | 69.00% | 70.33% | 71.00%
FGSM 4 64.67% | 77.00% | 76.67% | 78.00% | 78.33% | 78.00%
NewtonFool 31.33% | 20.67% | 25.67% | 22.67% | 22.67% | 23.00%
NewtonFooly | 31.00% | 78.67% | 79.33% | 79.00% | 79.33% | 79.33%

Table 4.5: Test accuracy obtained by models trained with the images blurred by the
PGD scheme

From Figure4.2]to Figure .5 when the model is trained with blurred images based on heatmaps,
the test accuracy was roughly the same whether the model is tested with original images or any
blurred images. In contrast, when the model is trained with original images, the test accuracy
drops when tested with entirely blurred images or blurred images based on heatmaps compared to
when tested with original images. This result implies that the model trained with blurred images
improves the model’s robustness.

In Figures [4.2]and [4.3] when the model is trained with blurred images based on heatmaps, the
test accuracy was roughly the same whether the model is tested with original images or any blurred
images. Also, the result showed the test accuracy drops when the model is tested with attacked
original images compared to the original images without attack. However, whether the test image
set was attacked did not make much difference for any blurred images, including entirely blurred
images and blurred images based on heatmaps.

Figures .4 and [4.5]show the general pattern of the test accuracy drop when the model is tested
with attacked images. With any trained models, the test accuracy is lower when the model is
tested with attacked images compared to non-attacked images in most bars. Especially when the
NewtonFool Method is used for the adversarial attack, the accuracy dramatically drops by about
45%.

The interesting discovery is comparing the first two Figures, 4.2 and Figure 4.3] and the last
two Figures, and Figure The accuracy does not drop when test images are attacked be fore
the heatmap-based blurring. However, the accuracy drops when test images are attacked a fter
the heatmap-based blurring. These different behaviors can conclude that an attacker knowing the
heatmap-based blurring method before an attack can make the model more vulnerable.

Based on the result, we conclude 1) models trained using the blurred images based on heatmaps
are more robust against attacks than those trained on the original images and 2) the testing accuracy
stays about the same if the images are heatmap-based blurred after the adversarial attack; however,
the testing accuracy drops if the images are heatmap-based blurred before the adversarial attack.



Chapter 5

Conclusions and Discussions

22



23

5.1 Conclusions

As machine learning systems became a significant part of our daily lives, security aspects of
machine learning got increasingly important. Recent studies showed how many machine learning
models are vulnerable to adversarial attacks. In this paper, we introduced the machine learning
algorithm where we keep at least the top 15% important pixels and blur out the rest on each image
based on the given heatmap images. We trained and tested the model with blurred images based on
heatmaps compared with original images and also generated adversarial attacked images using the
Fast Gradient Sign Method and NewtonFool Method to evaluate the robustness of the algorithm.
The result addressed that blurred images based on heatmaps are more robust against attack than
the original images. We also found that the testing accuracy does not get lower if the images are
heatmap-based blurred after the attack.

5.2 Further Discussions

An evaluation of a machine learning model must allow a user to determine if the model will
help safely and effectively achieve their goals; For this, evaluating performance on multiple, inde-
pendently collected datasets is essential [[18]]. An experiment in this paper only used one dataset.
Thus, testing this algorithm with more datasets will let us see if the result is consistent with a dif-
ferent dataset. Furthermore, the size of the dataset used in this experiment is small. Therefore, a
more extensive dataset with more classes should be used to understand the introduced algorithm
better.

It is an open problem to evaluate the robustness of the model against adversarial attacks. This
paper used only gradient-based attacks; however, the result can look different if score-based,
decision-based, or neural model-generated attacks were used. Moreover, using different attack-
ing methods other than the Fast Gradient Sign Method or NewtonFool Method would be useful to
see how the test accuracy behaves.
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